AVRV’s policy for transition to ISO 27001: 2022

MoAwtikA t™ng AVRV yia thv petaBaocn oto I1ISO 27001: 2022

A. Introduction

The International Organization for Standardization" (ISO) has published a new version of ISO
27001:2022 on 25/10/2022.

ISO/IEC 27001 is the world's best-known standard for information security management
systems (ISMS), it defines requirements an ISMS must meet. The ISO/IEC 27001 standard
provides companies of any size and from all sectors of activity with guidance for establishing,
implementing, maintaining and continually improving an information security management
system.

Conformity with ISO/IEC 27001 means that an organization or business has put in place a
system to manage risks related to the security of data owned or handled by the company, and
that this system respects all the best practices and principles enshrined in this International
Standard.

The ISO 27001:2022 cancels and replaces the ISO 27001:2013.

B. Key Changes

Compared with ISO/IEC 27001:2013, the main changes of ISO/IEC 27001:2022 include, but
are not limited to:

1. Annex A references the information security controls in ISO/IEC 27002:2022, which
includes the information of control title and control.

2. The notes of Clause 6.1.3 c) are revised editorially, including deleting the control objectives
and using “information security control” to replace “control”.

3. The wording of Clause 6.1.3 d) is re-organized to remove potential ambiguity.

4. Adding a new item 4.2 c) to determine the requirements of the interested parties addressed
through an information security management system (ISMS).

5. Adding a new subclause 6.3 - Planning for changes, which defines that the changes to the
ISMS shall be carried out by the organization in a planned manner.

6. Keeping the consistency in the verb used in connection with documented information, for
example, using “Documented information shall be available as evidence of XXX” in
clauses 9.1,9.2.2,9.3.3 and 10.2.

7. Using “externally provided process, products or services” to replace “outsourced
processes” in Clause 8.1 and deleting the term “outsource”.

8. Naming and reordering the subclauses in Clause 9.2 - Internal audit and 9.3 - Management
review.

9. Exchanging the order of the two subclauses in Clause 10 - Improvement.

10. Updating the edition of the related documents listed in Bibliography, such as ISO/IEC
27002 and 1SO 31000.

11. Some deviations in ISO/IEC 27001:2013 to the high-level structure, identical core text,
common terms and core definitions of MSS are revised for consistency with the
harmonized structure for MSS, for example, Clause 6.2 d).

C. Timescale for transition of Certified Organizations

AVRV will follow the IAF MD 26:2023 issued on 15/2/2023 and instruction of ESYD issued on
20/4/2023 for the transition to ISO 27001:2022.

The time scale for the transition of certification of certified clients against ISO 27001:2022 is:

e April 2024: Initial and recertification audits will be permitted only against ISO 27001:2022
e October 2025: Due period for completion of the transition of certified clients

D. Transition audit to Certified Organizations

AVRV will perform transition audit to the clients within the time frame of the above paragraph
following the rules of IAF MD 26:2023 as described below:
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Audit execution

1. AVRV may conduct the transition audit in conjunction with the surveillance audit,
recertification audit or through a separate audit.
2. The transition audit shall not only rely on the document review, especially for reviewing the
technological information security controls.
3. The transition audit shall include, but not be limited to the following:
- The gap analysis of ISO/IEC 27001:2022, as well as the need for changes to the
client’s ISMS.
- The updating of the statement of applicability (SoA).
- If applicable, the updating of the risk treatment plan.
- The implementation and effectiveness of the new or changed information security
controls chosen by the clients.
4. AVRV may conduct the transition audit remotely if they ensure the transition audit
objectives is met.

Extra time for the transition

1. Minimum of 0.5 auditor day for the transition audit when it is carried out in conjunction with
a recertification audit.

2. Minimum of 1.0 auditor day for the transition audit when it is carried out in conjunction with
a surveillance audit or as a separate audit.

E. Flow of Actions

Typical flow of actions related to the transition of certification against ISO 27001:2022 required
by AVRV and certified clients is as follows:

1.  AVRV will communicate the new certification requirements to its certified clients using the
present document

2. AVRV is waiting for the completion of the accreditation transition by ESYD; at the
completion of the transition by ESYD, the actions 3-8 will take place

3. AVRV will communicate with the clients in order to define the preferable period for planning
the transition audit according to the provisions of the paragraph C above

4. Certified clients will inform AVRV about the preferable period for planning the transition
audit according to the provisions of the paragraph C above, submitting relevant written
application.

5. AVRV will modify accordingly the audit program for the next period of the current
certification cycle or plan accordingly the recertification audit

6. Certified clients will modify its Information Security Management system accordingly,
AVRYV is recommending the clients to plan and commence required actions at the earliest
opportunity

7. AVRV will prepare and submit to the client the audit plan containing provisions for the
transition

8. AVRV will decide about the transition based on the results of the audit and update the
certification documents for the certified client accordingly.

All certifications based on ISO/IEC 27001:2013 shall expire or be withdrawn at the end of the
transition period, October 2025. The expiration of the current certification cycle will not be
changed if the transition audit is a separate audit in the middle of a certification cycle or
combined with a surveillance audit.

Sources
- https://iaf.nu/iaf_system/uploads/documents/IAF_MD26 Issue 2 15012023.pdf

https://esyd.gr/main/wp-
content/uploads/2023/05/%CE %A7 %CE %A1%CE %9F %CE %9D%CE %9F %CE %94 %CE %99%CE %91%CE %93%CE%A1%CE%91%CE %9C%CE %9C%CE %91_ISO-

27001_2022.pdf
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A. Eicaywyn
O AiebviAg Opyaviopog Tutrotroinong (ISO) dnuoaisuae Tnv ékdoon Tou ISO 27001:2022 aTig 25/10/2022.

To ISO/IEC 27001 eival To MO yvwoTO TTPATUTTO OTOV KOOHO YIO CUCTAMATA OIaXEipIoNg ao@AAEIOG TTANPOPOPIWV
(ISMS) ka1 kaBopilel TIG OTTAITACEIG TTOU TIPETTEl va TTANPOI éva oUCTNUG BIOXEIPIoNG ao@AAelag TTAnpogopiwy. To
TpéTuTro ISO/IEC 27001 TTapéxel o€ eTaIpEiEG, OTTOIOUdNTTOTE PEYEBOUG Kal atrd OAOUG TOUG TOMEIG dpaaTnpIdTNTAG,
kaBodAynon yia Tn dnuioupyia, TNV €QAPUOYH, TN CUVTAPNON Kal TN GUveXA BEATIwoN Tou cuoThpaTtog dlaxeipiong
AoPAAEIOG TTANPOPOPIV.

H cuppoépewon pe 1o ISO/IEC 27001 onuaivel 6T €vag opyaviouog i eTTIXEipNan €xel B€0el o€ epappoyr Eva auaTnua
yia Tn dlaxeipion KIvOUVWY TToU OXETICovVTal HE TNV AOPAAEIa TwV BESOPEVWY TTOU KATEXEI 1) DIaXEIPICETaI N ETAIPEIT KAl
6T auTo To oUCTNUA GERETAI OAEG TIG BEATIOTEG TTPOKTIKEG KO APXEG TTOU KATOXUPWVOVTAl € auTé To AleBvég MpdTutro.

To ISO 27001:2022 akupwvel kai avTikaBioTtd 1o ISO 27001:2013.
B. Baoikég AAayég

O1 KUpIEG BlagopoTToIROEIG TTou glodyovTal atré 1o ISO/IEC 27001:2022 og auykpion pe 1o ISO/IEC 27001:2013 eival
OTa TTAPAKATW onueia:

1. Z1o MapdpTnua A 81Tou avagépovTal ol EAeyxol ao@aAeIag TTANPo@opIwv TTou kabopifovtal atrd To ISO/IEC
27002:2022.

2. O®pooTikéG aAAayEG OTIG ONUEIWCEIG TNG TTapaypd@ou 6.1.3 y), oupTtepIAauBavopévwy TnG diaypagng Tng
£VV0I0G “OTOX0G EAEYXOU” KaI TNG XPAONG TOU OPOU “EAEYXOG ACPAAEIOG TTANPOPOPIWY” AVTIKABIOTWVTAG TO
6po “éAeyxog” .

3. AvadiaTUTTwon Tng Trapaypagou 6.1.3 8) yia Tnv dpaon moavig aoaeIag.

4. TpocBrkn véou oToixeiou 4.2 y) yia Tov KOBOPIOPS TwV ATTAITACEWY TWV EVOIAPEPOUEVWV PEPWYV TTOU
QAVTIYETWTTI(OVTAI HEOW OUOTANATOG BIaXEIPIONG AoPAAEIag TTANpogopiwyv (ISMS).

5. MpoobAkn véag utro-Trapaypd@ou 6.3 - Exedlaoudg ahAaywy, n otroia opiel 6T ol aAAayég oo ISMS Ba
TIPAYHUATOTTOIOUVTAI OTTO TOV OPYAVIOUO UE TIPOYPANMATIONEVO TPOTTO.

6. AlatApnon TG CUVETTEIOG OTO PHAUA TTOU XPNOIMOTIOIEITOI OE OXEON ME TEKUNPIWUEVEG TTANPOPOPIES, YIa
TTapddelypa, e TN xpnon “Tekunpiwpéveg TTAnpogopieg Ba eival diabéoipeg wg ammodeign Tou XXX aTig
Tapaypagoug 9.1, 9.2.2, 9.3.3 ka1 10.2.

7. Ztnv mapdypa@o 8.1 xprion Tou Opou “eCwTEPIKA TTAPEXOUEVES DlEPYQTieg, TIPOIOVTA I UTTNPETieS” O€
avTikatdoTaon Tou “dlepyacieg Tou avaTiBevtal utrepyoAaBikd” kai diaypagn Tou épou “utrepyoAaikn
avabeon”.

8.  Ovopagcia kal avadidragn Twv utro-Trapaypd@wy Tng rapaypdeou 9.2 — Ecwrepikég emBewpnoeig kal 9.3 —
AvaokoTtnon atd Tnv Aloiknon.

9.  AvraAAayn Tng o€Ipag Twv dU0 UTTO-Trapaypa@wyv Tng TTapaypdgeou 10 - BeAtiwon.

10. Evnuépwon Tng €kdoong Twv OXETIKWY eyypdewy TTou TTapatiBevral atn BiBAioypagia, 6Tmwg 10 ISO/IEC
27002 kai 1o 1ISO 31000.

11. Ai6pBwon atrokAicewv oTnv dopn yia Tnv egvapuovion Pe Tnv Trpocéyyion “high-level structure”, yia
Tapdadelyua oTnv Tapdypago 6.2 8).

I'. Xpovodidypoapua HETARAONG TIIGTOTTOINUEVWYV OPYAVICHWV

H AVRV Ba akoAouBnoel Tnv IAF MD 26:2023 1rou €kd66nke oTig 15/2/2023 kai Tnv odnyia Tou EXYA 1TOU €K06ONKE
oTIg 20/4/2023 yia Tn petdBaon oto ISO 27001:2022.

To xpovodidypaupa yia Tn HETARACN TNG TTIOTOTTOINGNG TWV TTIGTOTTOINMEVWY opyaviopwy évavTtl Tou ISO 27001:2022
EXEl WG E8NG

. ATT6 Tov ATTpiAio Tou 2024 o1 apyIKEG TTIGTOTTIOINCEIG KAl O1 ETTAVATTIOTOTIOINCEIG Ba TTpaypaToTToiolvTal JOvo
oUpgwva pe 1o ISO 27001:2022

. Méxpl Tov OkTwRpio Tou 2025 Ba TTPETTel va €xel OAOKANPWOET N PETARACN AWV TwV TTIOTOTTOINUEVWY
OPYQVIOHWY

A. Em@swpnon perdfaong Twv MioTomroinuévwyv Opyaviouwyv

H AVRV B8a mpayparotroifjgel Tnv emBewpnon petdpacng atoug Opyaviopoug TTou TTICTOTTOIEI EVTOG TOU XPOVIKOU
TAQIgiou TNG TTapaTdvw Trapaypd@ou okoAouBwvTag Toug kavoveg Tng IAF MD 26:2023 6Twg OuVvOTITIKG
TTEPIYPAPETAI TTAPAKATW:

YAotroinon emBewpnong

1. H AVRV pTtopei va TTpaypoToTioifcel TNV €mBewpnon HPETARaoNG o€ OuvOUOOPO MPE TOV Mid TAKTIKN
€MBEWPNON ETTITAPNONG, ME TNV ETTIOEWPENON ETTAVATIIOTOTIOINONG ] HECW EIBIKAG EKTAKTNG ETTIOEWPNONG

2. HembBewpnaon petdBaong dev Ba TTEPIOPIOTEI POVO OTNV ETTIBEWPNCN EYYPAPWY TOU CUCTHAHUATOG EIDIKA KATA
TNV £§€TA0N TWV TEXVOAOYIKWY TTANPOPOPIWY VIO TOUG EAEYXOUG QOPAAEIRG TTANPOPOPIWV.
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3. O éAeyxog petaBaang meplhapBavel, aAAG dev TrepiopileTal oTa akoAouba:
- Tnv avdéAuon atokAicewv amé 1o ISO/IEC 27001:2022, kaBwg kal TIG aAAayég oto ISMS Tou
opyaviopoU yia TNV QVTIMETWTTION TwWV ATTOKAICEWV.
- Tnv emkaipoTroinan Tou statement of applicability (SoA) Tou opyaviopou.
- Tnv ETTIKAIPOTTOINGN TOU OXESIOU AVTIUETWTTIONG KIVOUVWY, OV auTd aTTITEITAL.
- Tnv e@appoyn Kai Tnv atroTEAECHUATIKOTNTA TWV VEWV A TPOTTOINUEVWY EAEyXWV aOQAAEIag
TIANPOPOPIWV TTOU EXOUV ETTIAEYET ATTO TOV OPYaAVIGHO.
4. H AVRV pumopei va dievepynoel Tnv €mBewpnon HeTdRaong € amooTdoswg, €dv dilao@aAideTal Ot
ETTITUYXAVOVTAI Ol OTAXOI TNG ETMOEWPNONG METARAONG.

EmimrAéov xpdvog via Tn petdBacn

1. TouAdaxiotov 0,5 avBpwTronuépa yia Tnv €MBOeWpPnon METEARaoNg 6Tav auTr) diEveEPyEiTal g€ ouVOUAOUO PE
€MBOEWPNON ETTAVATIICTOTIOINONG .

2. TouAdxiotov 1,0 nuépa eAEYKTA yia ToV €AeyX0 pETARBOONG OTAV QUTOG DIEVEPYEITAI OE CUVOUATHO PE EAEYXO
EMTAPNONG A WG XWPIOTOG EAEYXOG.

E. Pon Evepysiwv

H TUuTTIKA por evepyEIWV TTOU OXETICOVTal PE TN METAGRAON Tng TTIoTOTToiNONG GUPPWva pe 1o 1ISO 27001:2022 tTOU
atraireital atmé Tnv AVRV kai Toug tioTotroinpévoug TTeEAATeG TG eival n e§AG:

1. H AVRV Ba KoIvOoTTOIACEl TIG VEEG QATTAITACEIG TTICTOTIOINONG OTOUG TIICTOTIOINMEVOUG TTEAGTEG TNG
XPNOIMOTIOIWVTAG TO TTAPOV £YYPAPO

2.  H AVRV Trepipével TNV 0AoKAfpwaon TngG pETGRaong diatrioteuong atré 1o EXYA, pye Tnv oAokAnpwaon Tng
perdpaang amd 1o EZYA Ba yivouv or evépyeleg 3-8

3.  H AVRV Ba emKovwvnoel e Toug TTEAGTEG TTPOKEINEVOU va KABOPIoEel TNV TTPOTIMWHEVN TTEPIOBO yia TOV
TIPOYPOPMATIONO TOU EAEyXOU PETAROONG CUNPWVA WE TIG BIaTALEIG TNG TTapaypdgou I TTapaTTavw

4.  O1 mmoTtomroinuévol TeAdTeg Ba evnuepwoouv TNV AVRV yia Tnv TIPOTINWUEVN TTEPIOBO yia TOV
TIPOYPOPMATIONO TOU €AEyXOU MWETAROONG CUMQWVA pE TIG TTPORAEWEIG TNG TTapaypdgou I TTapaTrdvw,
uTroRAaAAOVTOaG OXETIKG YPATITS QiTnUa

5. H AVRV Ba tpotrotroifoel avaAoya 10 TTpOYpappa EAEyXOU yia TNV ETTOPEVN TTEPIOBO TOU TPEXOVTOG KUKAOU
TNOTOTToINONG 1 Ba TTPOYPAUUATIOEI AVAAOYWG TNV ETTIBEWPNON ETTAVATTIOTOTTOINGNG.

6. O maTotroinuévol TTEAATEG Ba TPOTTOTTOINCOUV TO GUCTNHA dlaXeipIoNG ACPAAEIAG TTANPOPOPIWY avaAoyd,
n AVRV ouvioTd oToug TTEAATEG TNG va aXeSIGCOUV Kal VO TTPAYUATOTTOINOOUV TIG ATTAITOUMEVEG EVEPYEIEG TO
OuUVTOUOTEPO dUVATO

7. H AVRV Ba mpoctoipdoel kal Ba utroBdAel otov TTEAGTn TTPdypappa €TMOEWPNONG TTIOU TTEPIEXEI TIG
TTPORAEWEIG yIa TN PETAROON

8. H AVRV Ba amogaacioel yia Tn petdBaon pe Baon ta amoteAéopara Tng €mMBOswpnaon petaBaong kai Ba
ETTIKAIPOTTOINCEI KATAAANAQG T TTIOTOTTOINTIKA.

OAeg o1 moTomroijoelg mou Baoiovral oto ISO/IEC 27001:2013 Ba Afgouv 1 Ba atmmooupBolv ato TEAOG TNnG
peTapaTikig Tepiodou, Tov OkTwRpIo Tou 2025. H AAgN Tou TpéXovTog KUKAOU TTioToTToinong Oev Ba aAAGgel €av n
emBewpnon peTapaong eival €18IKA emMBOeWpPNan oTn péon evog KUKAOU TTIOTOTToINONG 1 £TMBeWwpnon PETARaong o€
ouvduaouo pe €mMBeWpPNON ETTITAPNONG.

Mnyég:

https://iaf.nu/iaf_system/uploads/documents/IAF_MD26 Issue 2 15012023.pdf

- https://esyd.gr/main/wp-
content/uploads/2023/05/%CE%A7 %CE%A1%CE %9F %CE%9D %CE %9F %CE %94 %CE %99%CE %91%CE %93%CE %A1%CE %91%CE %9C%CE %9C%CE %91_ISO-

27001_2022.pdf
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